Web Security

Do you know how systems are usually compromised?
By what’s known as a “drive-by download”.

Simply viewing an infected web page, your system can render control to someone with malicious
intent.

How can you tell which web pages are infected and which ones are safe?

You can’t.

It's not just adult web sites, or gambling sites that infect systems it can be any web page on any
web site. Our research has shown web pages on a news site that were infected with a drive-by
download. The webmaster was not aware of it, nor did they place it there.

Someone “hacked” into their web site, uploaded some malicious code and went on to other
malicious activity just waiting for some poor unsuspecting soul to visit the page, get infected and
send an alert to the hacker.

Do you know what web sites your employees are visiting?

Do you know which sites are infected and which ones are safe?

The BOX provides web security through a number of methods:

Blacklists of sites

Blocking methods of download

Restricting downloadable file types

Anti-virus
Managing the security

BLACKLISTS OF SITES

How do you know what web sites your employees are visiting? You could go to each system and
check their history. Or you could just open your Web Reporter and view their activity. Certain
categories of web sites, that you designate, we’ll be blocked and recorded.

Other categories will just be recorded.
This feature works well for emails you or your employees receive. If someone in your company

receives an email that’s from a friend of theirs, and it includes a link to a web site that’s either
infectious or has inappropriate content — if it's in the blacklist, they’ll get a big red web page
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informing them their web activity has been blocked and recorded. This usually stops any
inappropriate Internet activity — real fast.

We update these lists everyday. Some of our technology includes web crawlers that go searching
web pages for identifying characteristics. Once they’re identified and categorized, your BOX is
automatically updated.

Our technology also compares your web traffic to our existing lists. Any sites not found in our lists
is viewed, categorized and added to the appropriate list — then your BOX is updated.

A large amount of our effort goes into identifying web sites that are infectious. These web sites
try to infect your system just by you, or someone in your office viewing their web page. We
examine not only their infectious code, but their infection method as well.

The Internet is a dynamically growing environment — and your defense must be dynamic as well.

We also know that as a small business owner you may not want to restrict access to web sites. By
blocking the method of downloading, we can provide safe viewing of any web site.

BLOCKING METHODS OF DOWNLOAD

If the web page the user wants to see is not on any of our blacklists, next it’s passed to our web
content filters.

These filters scan the code of the web page looking for anything we’ve identified as potentially
malicious. Generally this is code that allows files to be downloaded to your system — without any
interaction from the user.

We have carefully investigated the various methods available for web pages to download files
onto your system and by default these are all blocked.

This does “break” some legitimate web sites. When you or your employees view them, they might
look strange. However as your dedicated security team, if there is a web site you need, you can
contact us and we will review it — immediately, and providing it passes our tests, we will
“whitelist” it, first on your BOX then we’ll add it to our master whitelist which gets “pushed” out
every day to all clients.

We could do like many other companies and play the “cat and mouse” game with hackers. This is
where hackers come out with something malicious, we come out with a signature file for it, they

change it slightly so it no longer matches our signature, then we come out with a new signhature,

then they come out with a slight variation, etc...

However we decided to research the methods used to download code from a web page — there
are many, and just block them by default. As stated earlier, we block everything other than that
which is absolutely necessary.

For instance, by default, our system would block updates from Microsoft’s web site. Obviously this
site is already on our whitelist otherwise our clients would not be able to update their systems
and that would be bad.

RESTRICTING DOWNLOADABLE FILE TYPES
We restrict the types of files that can be downloaded. This applies not only to email attachments

but also files buried in web sites. Sometimes hackers will have an executable file on a web site.
As you view that page, it tries to download the file onto your system.
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That's right, if something were downloaded, meaning it made it past our filtering of downloads,
the file type is checked. If it's in our list of file types to be blocked, it still doesn’t make it onto the
user’s system.

This is part of your multiple layers of defense. We’ve strategically built these layers to provide the
most protection possible. Where one layer may not catch something malicious, another layer
overlaps to provide the protection necessary.

The BOX automatically blocks executable files so you don’t have to worry if the file has been
modified to “fly under the radar” of your anti-virus software. Renaming the file to something that
doesn’t “appear” to be an executable doesn’t work with The BOX.

We look deep inside the file to determine the file type.

ANTI-VIRUS

If a specific file type is allowed, before it's allowed through The BOX to your system, it’s scanned
for viruses.

You don’t have to worry about updating the signatures, it's handled automatically. You don’t have
to worry about upgrading the anti-virus software we do that for you whenever a new version is
released.

MANAGING THE SECURITY

Your BOX is fully managed by our team of security professionals. We monitor the logs and the
activity for your BOX. We make adjustments to the configuration to “harden” your defense — but
not block the data you do need.

If something isn’t working the way you require, we’ll work with you to modify the configuration so
you’'re still hardened, yet free to safely work online. We have clients who would rather have us
filter everything rather than block so they can safely surf whatever web sites they like — without

restriction.

Our commitment to your safety and satisfaction is what drives us to constantly strive to find new
hacker methods — and then to verify you're still safe.

The BOX — designed specifically for small business owners.

Visit: http://www.ebasedsecurity.com to learn more.

Or call, 1-866-838-6108
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